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Executive Summary

According to industry analyst firm Gartner, the technology industry has entered a period of high commercialization of Linux.
The market's growing interest in open source solutions is translating into an evaluation of today’s available operating systems to substantiate
and, where possible, quantify the costs and benefits of various alternatives.

Many acknowledge that Linux may have a place in their organizations, but clearly many questions remain — questions about the business and
technical merits of Linux, what risks it might pose to an organization, and its future direction and roadmap.

While the use of Linux and other open source software solutions may not pose questions fundamentally different from those one would ask
about any software solution, clearly there is an opportunity to engage in some practical testing and discussion of what the impact of Linux
might be on an organization.

It was with that in mind that Microsoft Canada Co. engaged Compugen to review Windows Server™ 2003 operating system and enterprise-
level distributions of Linux from Red Hat® and SuSE® to help understand the practical implications of using one operating system versus
another.

Our objective was simple. We wanted to produce a reference document to help IT managers and professionals consider their options. The
test compared the usability characteristics of the three operating systems when it comes to performing a set of typical system
administration and management tasks (see Test Plan section for task list). The performance of each operating system, and associated
management tools, was rated according to six criteria. The ratings were assigned by the testers based solely on their subjective
impressions and experiences throughout the test and did not involve the use of any quantifiable data or statistical analysis.

Overall, based on their total aggregated experience across all 14 tasks, the testers felt that with respect to the administration and
management of these operating systems, Windows Server 2003 provided better functionality and greater usability than SuSE Enterprise
Server 9 and Red Hat ES 3.4. This was primarily due to the immaturity of the Linux system management tools — both native and third party
— and lack of effective supporting documentation.

These results may be of particular interest in the context of industry analyst firm IDC's statement relating to enterprise software and the low-
purchase-price-attractiveness of open source software that “the real costs come not from the acquisition of software but from the long-term
cost of managing and supporting that software.” This supports what industry studies continue to show... that as much as 80 percent of the
lifetime cost of enterprise software — as with every type of IT asset — comes after the initial purchase.

We recognize that our approach has certain limitations, and to that end we would not profess that the experiences and results recounted
herein are absolute. However, it is our view that they provide an experiential reference point for IT managers and professionals that are
evaluating the possible use of Linux in their organizations.

We hope that readers find this document useful and we welcome their feedback.
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Introduction

The market's growing interest in open source solutions is translating into an evaluation of today's available operating systems by
many IT Managers and professionals to better understand the costs and benefits of various alternatives.

To help them consider their options, Microsoft Canada Co. engaged Compugen to review Windows Server™ 2003 and enterprise-
level distributions of Linux from Red Hat® and SuSE® with respect to the practical implications of using one operating system
versus another. The test compared the usability characteristics of the three operating systems when it comes to performing a set
of typical system administration and management tasks. The performance of each operating system, and associated management
tools, in executing those tasks was rated by the testers according to six criteria. (see Test Plan section for details).

About Compugen

Compugen is one of the largest Canadian-owned IT solution and service providers and PC systems integrators, with an
experienced team of IT professionals working from offices coast to coast. Since 1981, Compugen has been helping medium
and large corporations and government agencies with enterprise-level solutions that optimize IT costs and leverage technology for
better business results. Compugen offers a complete design-build-run-maintain lifecycle suite of professional IT services and is a
top-level reseller partner in Canada for Hewlett-Packard, IBM, Microsoft and other technology leaders whose products and
technologies form the basis of Compugen solutions. For more information, visit Compugen online at www.compugen.com

About Microsoft Canada

Established in 1985, Microsoft Canada Co. is the Canadian subsidiary of Microsoft Corporation (Nasdaq "MSFT") the worldwide
leader in software, services and solutions that help people and businesses realize their full potential. Microsoft Canada provides
nationwide sales, marketing, consulting and local support services in both French and English. Headquartered in Mississauga,
Microsoft Canada has 10 regional offices across the country dedicated to empowering people through great software - any time,
any place and on any device. Visit Microsoft Canada's web site at www.microsoft.ca.

We Really Want to Hear From You!

It is important to note that this document represents the efforts of professionals using Windows and Linux to complete a set of
tasks and to document their experience. It is not meant to be definitive or authoritative, but rather experiential. In fact, our goal is
that professionals using both Windows and Linux will read about this experience and provide us with their feedback.

We recognize that IT professionals and managers across Canada are passionate about technology and we would love to hear from
any and all of you. We would like to keep this document up-to-date, revisit it regularly and extend it to include other comparative
reviews that are important to you and to helping you make important technology decisions.

To demonstrate that we are genuinely committed to an open and professional dialogue about technology, we have provided the
e-mail addresses for professionals at Microsoft Canada and Compugen. Please feel free to send your comments to
bjeans@microsoft.com or adeb@compugen.com. We have also created a blog at http://blogs.technet.com/Barnaby_Jeans
where we welcome an ongoing discussion of ideas about the testing described in this document.

Those with a thirst for greater detail will find the full-length version of this report, including step-by-step test procedures and
results, at www.microsoft.ca/GetTheFacts and at www.compugen.com.
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Test Plan

The evaluation was conducted by two senior, certified IT consultants with relevant industry experience — one experienced with
Microsoft® software and the other with Linux — engaged by Compugen on a contract basis specifically for the duration of the test.

A special test bed was set up at Compugen in an isolated lab environment. The versions of operating systems tested were:
Microsoft Windows Server 2003, Red Hat Enterprise V3.4 and SuSE Enterprise V9. The hardware test configuration used for each
operating system consisted of an IBM HS20 blade server and LAN-attached IBM ThinkCentre and HP DC5000 desktops.

For SuSE and Red Hat, the KDE window manager operating environment was used in order to be consistent between the two
systems and due to personal preference by the testers. However, many other window managers, such as Gnome, Fluxbox and
Enlightenment, are available for use with these Linux distributions. Each of these window managers features some unique tools,
most of which can be executed from within any window manager.

Test Criteria

Detailed observations and results were compiled for each test outlining the main advantages and disadvantages of each platform’s
implementation and whether the test objectives could be met. The performance of each operating system, and associated
management tools, during each test was rated according to the six criteria described below. These ratings were assigned by the
testers based solely on their subjective impressions and experiences throughout the test and did not involve the use of any
quantifiable data or statistical analysis. In cases where team members had differing opinions, they were asked to settle on a
single, acceptable rating. This process proved extremely fruitful and led to a number of strongly worded arguments around the
relative merits of the management tools and the underlying technologies. In every case, however, the team ultimately was able to
reach a compromise that is reflected in the results.

The focus of the evaluation was on the ‘fitness for enterprise use’ of the management tools provided ‘out of the box’ for each operating
system. Within this focus, the team was aware of the broad range of enterprises and the changing face of enterprise IT. They
recognized that one could obtain more or better functionality by drawing on resources that did not come with the packaged products.
They could not open the process up to ‘add-ons’, however, given time constraints and the terms of reference for the evaluation.

Ease of Configuring

This criterion reflects the perceived ease of installation and configuring of the specified service by the testers. The rating
encompasses the complexity of the installation (e.g., whether the service was installed by default, whether additional supporting
software was required, etc.), the complexity of configuring the service for an enterprise environment (e.g., presence of GUI tools,
inclusion of sample configuration files where applicable, etc.), and whether the provided tools automatically configure related
services.

Speed of Configuring

This criterion reflects the amount of time required to plan and implement each service. The rating reflects the contrast between
the preconceived time to configure each server and the actual time taken, and takes into account any delays due to unforeseen
complications.

End-User Experience

This criterion reflects what the testers expect the users will experience when they use the specified resource or tool. The rating
encompasses initial end-user configuration (e.g., whether each user must navigate options menus), ease and fluidity of everyday
operation (e.g., whether the user must manually initiate the service, the number of extra steps required to use the service, etc.),
and how effectively the service serves the user (i.e., whether the service improves the way users perform their jobs).
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Level of Functionality

This criterion reflects the scope and usefulness of each service. The rating encompasses the level of functionality of each service
based on scenario requirements, whether peripheral supporting services must be configured, and how well each service performs
in a dynamic enterprise environment.

Vendor Support

This criterion reflects the quality and quantity of support and ‘help’ resources provided directly by the vendor (Microsoft, Red Hat or
Novell). The rating encompasses the availability and quality of local and online help resources, the inclusion and quality of sample
configurations and scenarios, and the quality of telephone support.

Non-Vendor Support

This criterion reflects the quality and quantity of support and ‘help’ resources provided by parties other than the vendor. The rating
encompasses the availability and quality of help provided by message boards, Web sites, newsgroups, partners and third-party
developers (only applicable to Linux).

About The Testers

Along with formal training and certifications for MCSE Windows 2000, MCSE NT, MCT, MCP + Internet and A+, our Microsoft
Windows Server 2003 tester has extensive work experience in the networking and Microsoft environment. In addition to managing
and administering complex LANS, he was designed, implemented and maintained DNS, DHCP, WINS and VPN services on Windows
2000 / 2003 / NT4 / 9x and 3.x systems. He spent six years as a senior technology instructor at a well-known compute studies
institute covering areas that included: Implementing and Managing a Windows 2000 Active Directory Services, Designing &
Implementing a Secure Windows 2000 Network Infrastructure, and Administering Windows 2000 Server and Professional. For the
past five years, he has been providing contract services as a Microsoft Senior Consultant in areas such as Active Directory and
Exchange migrations, server consolidations and Windows XP Professional rollouts.

In addition to being a Microsoft Certified Systems Engineer, our Linux tester was also certified an LPI by the Linux Professional
Institute. Most recently, he has spent the past five years as a Linux consultant, providing contract services associated with network
and server administration for Mandrake, SUSE and Red Hat that have included LDAP implementation and administration, Kerberos
configurations, modifying the Linux kernel, and connecting to Linux systems to Windows systems. Prior to this period, and
following a stint as a hardware (A+) instructor, he spent a number of years in network administration and technical analyst roles
where he performed tasks such as network administration for both Windows 2000 and Novell Netware 5x, implementing SuSE
Linux Servers with remote administration and configuring Samba (Windows domain server using Linux) for remote office.
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Task List

The evaluation consisted of executing the following tasks separately with each operating system. In choosing these tasks, we tried
to focus on the most common activities carried out by IT professionals on a regular basis.

Desktop Delivery & Provisioning

Desktop Image Creation & Distribution . . . .. .. .. ... e 11
Automated Software Distribution & Maintenance . ... ... .. .. 12
User State Migration . . .. ... .. e 12
User Profiles . ... 13
Configuring Shared & Mapped DriveS . . . . . .. it e e 14
Installing & Configuring Printers . . ... ... .. e 15

Enterprise Administration

Directory Services Installation . . . . . . .. ... 16
Single SigN-0n (SSO) . . . . ot 17

User & Resource Administration

ADMINIStration TOOIS . . . . . oot 18

BacCKUD . . o 19
Security

Desktop Security Management . . . . . ... e 20

Mobile Computing

Configuring VPNS . . . o e 21
Offline Data ACCESS . . o . ot ittt e e e e 22
Remote Server Management . . . .. .. . ... e 23
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Test Results Summary

“SuSE and Red Hat can support enterprise services and applications but IT
pros will be spending more time administering and managing these networks

compared to Windows Server 2003. In terms of IT administration and

management, Windows Server 2003 has hit its stride.
Red Hat and SuSE have some catching up to do.”

Based on their total accumulated experience across all 14 tasks, and taking all six test criteria into consideration, the testers felt
that Windows Server 2003 provided better functionality and greater usability than SuSE Enterprise Server 9 and Red Hat ES 3.4.

Although Linux provides an operating system platform capable of supporting enterprise services and applications, the testers
found that the administration and management of these particular Linux distributions was challenging compared to Windows Server
2003. This was primarily due to the immaturity of the Linux system management tools — both native and third party — and lack of
effective supporting documentation.

Configuring any of the Linux variants at the enterprise level was difficult because there are no standards-based configuration file
formats or standards for the syntax used in those files. Configuration files may be flat files, Microsoft ini type files, script files,
database files or even author-specific, freeform files. The testers found that Linux configuration was more complex due to the lack
of agreement in the Linux community on naming conventions or directory locations for various configuration files. This situation is
exacerbated by the fact that in the Linux community many open source packages are shared among disparate vendors. The
testers found that while some vendor-specific GUI tools attempt to mask the complexities, they generally fall short.

It must be acknowledged that the open-source community is attempting to address the need for consistent and integrated
configuration tools. There are at least four major projects underway to simplify Linux configuration, including the Uniconf Project,
the ConfigdGNU project, the ACAP project and the Electra Project, previously known as the Linux Registry project. However, it
does not appear that any of these projects has emerged as an accepted standard.

The overall test results may be of particular interest in the context of industry analyst firm IDC's statement relating to enterprise
software and the low-purchase-price-attractiveness of open source software that “the real costs come not from the acquisition of
software but from the long-term cost of managing and supporting that software.” This supports what industry studies continue to
show ... that as much as 80 percent of the lifetime cost of enterprise software — as with every type of IT asset — comes after the
initial purchase.

Here are the overall test results stated in the context of the six key attributes by which each task was rated:
Ease of Configuring

The testers’ experience was that Windows Server 2003 led for almost every ease-of-configuration test performed. Windows Server
2003 services presented a centralized framework, built around the Microsoft Management Console (MMC), to provide a consistent
and user-friendly layout for server administration. In contrast, server administration tools for SUSE Enterprise Server 9 and Red Hat
ES 3.4 were found to be unintuitive. They also noted that their text-based configuration files shared no common syntax. There
were diverse Linux GUI tools housed in various consoles or launched from the command line, but they often failed to present a
unified interface. The GUI tools frequently failed to fully configure a service, resulting in the need for an administrator to manually
edit configuration files.
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Of considerable importance to the testers was the fact that Windows Active Directory® directory service provides a centralized
point of administration that assisted in integrating complementary services such as DNS, DHCP, LDAP and Kerberos. In contrast,
the testers found that integrating complementary services with either of the Linux distributions required them to perform
considerable research and troubleshooting and to request both vendor and non-vendor support.

Windows Server 2003 services provided a consistent and user-friendly
layout for server administration. Server administration tools for SUSE
Enterprise Server 9 and Red Hat ES 3.4 were found to be unintuitive. There
were diverse Linux GUI tools housed in various consoles or launched from the
command line, but they often failed to present a unified interface. The GUI

tools frequently failed to fully configure a service, resulting in the need for an

administrator to manually edit configuration files.

Speed of Configuring

Overall, it took the testers less time to configure services in Windows Server 2003 than it did for comparable services on either
SuSE Enterprise Server 9 or Red Hat ES 3.4 due to the more consistent management interface that Windows Server 2003
provides compared to both Linux distributions.

Windows also integrated dependent services to simplify management, whereas in a Linux environment changes in one service
often require manual reconfigurations of dependent services.

Level of Functionality

Windows Server 2003 provided a greater number of services, each with more functionality, than either SUSE Enterprise Server 9
or Red Hat ES 3.4. Windows featured many services not found in either distribution of Linux such as Shadow Copies, automated
distribution of self-healing software through Group Policies, and VPN connection wizards. It may be possible to emulate some of

these services in a Linux environment using scripting to combine various services and tools, but establishing this functionality ad-
hoc would require an investment in time, testing and troubleshooting.

End-User Experience

The testers found that many basic end-user services (e.g., access to network-based profiles while away from the network) were
either missing or difficult to implement in a Linux environment. In contrast, Windows Server 2003 transparently provided many
enhanced services such as Shadow Copies, offline files and VPN connection wizards with minimal user intervention.

Overall, the testers felt that end users in a Linux environment would require a higher level of knowledge and would be more
dependent on help desk and administrators than in a Windows-based environment.

Testers found that end users in a Linux environment would require a higher

level of knowledge and would be more dependent on the help desk and

administrators than in a Windows-based environment.
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Vendor Support

Overall, the testers found Microsoft's support to be more comprehensive than what they were able to get from either Novell (SuSE)
or Red Hat.

Windows Server 2003 provided support tools, including intuitive configuration tools, contextual tooltips, comprehensive built-in help
files, online Knowledge Base articles and Technet guides.

Less support was supplied with either of the Linux distributions, and when asked, the vendors often redirected the testers to open-
source documentation. It was the testers' experience that GUI tools in the Linux environment were less intuitive than those
provided with Windows Server 2003 and sometimes contained no supporting documentation. Support on the command-line tools
was provided in the form of Linux “man pages”, but they were found to be complex and lacked practical examples. Red Hat's
online support repositories were largely written by members of the Linux community, sometimes raising more questions than
providing solutions. The testers found that SuSE’s help manuals were more helpful than Red Hat’s, but were not as comprehensive
as Microsoft's in either the breadth or quality of material covered.

Non-Vendor Support

The testers found the non-vendor support environment surrounding Windows Server 2003 to be well established compared to
the evolving support network provided by the open-source community for enterprise-level functionality in a SUSE or Red Hat
environment.

Although both the Windows and Linux non-vendor support communities have a vested interest in providing superior support, the
testers found that non-vendor support for Windows Server 2003 is well established, while that for Linux continues to evolve.
Because comprehensive support for Windows Server 2003 was available from Microsoft, the testers did not typically require non-
vendor support to resolve configuration issues. However, in one test that did require a customized, non-vendor configuration file,
the file was readily available for download.

In the case of the Linux distributions, the testers found they had to rely on the open-source community to provide documentation
required to configure many services. When they went looking for it, however, there was sometimes so much information that they
found it difficult to sort out which of it was relevant and authoritative, and that it often presented more questions than answers.

Red Hat and SuSE vendor and non-vendor support is still evolving and isn’t
as well-established as Microsoft. In the case of the Linux distributions, the
testers found they had to rely on the open-source community to provide

documentation required to configure many services. When they went looking

for it, however, there was sometimes so much information that they found it
difficult to sort out which of it was relevant and authoritative, and that it often
presented more questions than answers.
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Desktop Delivery & Provisioning

Desktop Image Creation & Distribution

Obijective
To create and deploy a new (not an upgrade) client workstation image with pre-installed applications over a well-connected TCP/IP network.
Tools Windows SUSE Linux Red Hat Linux
Active Directory YaST (AutoYaST) Kickstart
DHCP DHCP DHCP
DNS TFTP TFTP
RIS NFS NFS
RIPrep PXE PXE
End-User applications LDAP LDAP
Drivers Kerberos Kerberos
Various hotfixes dd dd

Results Summary

Desktop configuration migration was successful in Windows, but the testers experienced undocumented, client-side hardware
driver compatibility issues which delayed implementation. Drivers for network interface cards not included on the Windows XP
installation CD must be obtained directly from the hardware manufacturer to enable workstations to boot for unattended operating
system installation. Also, the Windows documentation did not provide sufficient detail required to correctly configure RIS to
distribute OEM drivers.

RIS deployment went relatively quickly for the testers, and they were able to customize desktop configurations pertaining to
specific user groups en-masse. They found RIS deployment to be relatively efficient in terms of bandwidth and time, and they were
able to carry out the procedure with minimal human intervention.

Active Directory®, DHCP and DNS are prerequisites for RIS, but no modifications were required beyond the configuration required
for setting up domain Active Directory. Both Linux operating systems required more extensive customization of these services, and
no GUI tool or sample configuration files were included.

While the Kickstart and autoyast utilities feature commands that can distribute a Linux desktop operating system to client desktops,
they are limited to a procedural installation from base packages. The testers found that this solution provides the end user with an
operating system featuring necessary software applications, including a free office suite. On this occasion, however, the testers
found that custom configuration of software interface/behaviour was only possible through post-installation scripts (or manual
configuration), and a large percentage of server and network resources was required. Red Hat provided a GUI tool to configure
network booting, but it failed to configure prerequisite services and did not provide adequately descriptive error messages.

Because no all-encompassing automated ‘wizard/druid’ is included with either Linux distribution, the testers had to manually modify a
number of text configuration files. Configuring these services for the first time required the testers to perform considerable
research. The dd command provided an alternate solution that allowed migration of a preconfigured desktop image, but neither
Linux operating system provided a simple sequential solution to perform an unattended deployment. Images made with dd can
contain multiple partitions, potentially housing multiple operating systems, whereas RIS can only capture a single partition per image.

Overall, the testers’ experience was that image deployment using Red Hat or SuSE required more time, expertise and
configuration than it did with Windows Server 2003.

“With the Linux out-of-the-box products we had to manually modify a number
of text configuration files, which required us to do some digging and find
documentation that would help us finish the task.”
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Automated Software Distribution & Maintenance

Objective
To deliver software applications to the desktop and reduce the administrative burden of maintaining those applications.
Tools

Windows SuSE Red Hat

Active Directory N/A N/A

IntelliMirror® Management
Technologies

Results Summary

Comparison was not possible because automated software distribution and maintenance tools are not provided with either Red Hat
or SUSE enterprise servers. The Microsoft-based technologies providing automatic installation, upgrading and self-healing of
software packages are highly functional and mature.

User State Migration

Objective
To maintain user state information and user data migration in the event of a desktop hardware refresh.
Tools

Windows SuSE Red Hat

USMT 2.6 cp cp

Results Summary

Migration of user state and data on a Linux desktop was successfully performed by copying the user's home folder from the old
system to an intermediary store on the network, and then copying the data back to the target system. The process was simple
and could be easily and transparently automated with script files.

In contrast, the testers found that to migrate user state and data files in a Microsoft-based environment they had to do some
careful planning and customize several configuration files. While the testers found the USMT command-line utilities not to be
intuitive by Microsoft's usual standards, they were able to be tweaked and scripted to perform automated mass migrations.

“Migrating user state and data on Red Hat and SuSE was quick, simple and
transparent. With Windows Server 2003, we had to carefully plan it out and
customize several configuration files.”
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User Profiles
Objective

To establish roaming profiles capable of delivering user-specific settings regardless of which networked machine a user logs onto.
Profiles must also be available on portable computers while disconnected from the network.

Tools

Windows SuSE Red Hat
Active Directory Home Directory Home Directory

Results Summary

Windows-based profiles originate on the local computer and are synchronized with the network. When the tester, acting as a
typical ‘user’ in this case, logged onto a different computer connected to the network, the profile was downloaded automatically
and stored locally. All custom user settings and shared network resources were adopted and worked precisely as they did on the
user’s primary workstation. Additionally, because profiles are stored locally, the user can work in their established operating
environment while the computer is disconnected from the network.

The testers noted that Linux enterprise operating systems only store user profiles on the network, so they are not available on
offline computers. For the user to be able to work offline, a local user account with its own unique profile would have to be
created on the user’s workstation. The testers were not able to find a software package from Red Hat to administer policies,

so Kiosk Admin was downloaded from the KDE Web site. The testers felt that profiles in an enterprise where shares and servers
change frequently would have to be modified on a user-by-user basis to reflect new mount points defined in the profiles.

“We were surprised that user profiles weren’t accessible offline with Red Hat and
SUSE. IT pros would have to spend time changing each person’s profile when they
weren't at their workstation — not the most efficient way of doing things.”
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Configuring Shared & Mapped Drives

Objective
To establish and maintain network shares and to allow users to access and map these shares.
Tools
Windows SuSE Red Hat
Active Directory NFS NFS
DFS YaST NFS Server Configuration Tool

Results Summary

Windows, SuSE, and Red Hat were all proficient at sharing files across the network, but Windows’ central administration tools
performed better for the testers. In addition, Active Directory and DFS provide access to remote resources and automatically
handle redundancy and fault tolerance either virtually seamless or invisibly to end users.

The testers felt that users would not likely require training to use Linux NFS shares because they appear to be part of the local file
system; however, many shares may become inaccessible if one share goes down. Shared folders are mounted by settings defined
in a user's profile. User profiles would have to be modified on a user-by-user basis to reflect new mount points defined in the
profiles. The testers felt this could occur frequently in a dynamic enterprise environment.

“Sharing files across a network was easy to do with Windows, SUSE and Red Hat.”
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Installing & Configuring Printers
Objective

To install a shared HP LaserJet 8100 network interface printer to a print server, and to install the shared printer on a client
machine. Also, to install a USB printer (HP DeskJet 3600) to a laptop computer not connected to the network.

Tools
Windows SuSE Red Hat
Active Directory CUPS Service CUPS Service
OEM printer-specific drivers Printer-specific drivers Printer-specific drivers
may be required may be required may be required

Results Summary

The testers found that the printing environment provided by Windows Server 2003 was easy to set up and manage from both the
administrator and end-user perspectives.

On this occasion, however, the testers found that configuring printers in the Linux environment required more administrative effort
and provided less integration and functionality than in the case of Windows. The testers’ experience was that Linux did not provide
integration between print spoolers (e.g., CUPS and LPR) and end-user applications. If an application does not support the
implemented spooler, the application will not be able to print.

The testers were not able to assign print permissions to ‘groups’ using the KDE Control Center in either Red Hat or SUSE — only to
everyone or to individual users. Unlike Windows, Linux print drivers had to be installed manually. Unlike Windows, Linux print drivers
had to be installed manually.

Overall, the testers felt that Windows Server 2003 provided a better platform for printer sharing and enterprise administration.

“Installing and configuring printers in the Linux environment required more effort,
and there was less integration and functionality than with Windows Server 2003.”
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Enterprise Administration

Directory Services Installation
Objective

To configure network directory services to allow a centralized, expandable, searchable means of administration for an enterprise
network.

Tools

Windows SuSE Red Hat
DNS DNS DNS

Results Summary

The testers found that Directory Services was easier to install and configure with Windows Server 2003 than with either of the
Linux enterprise operating systems. Although it was possible to establish functional directory services encompassing a networked
enterprise with Linux, the testers’ experience was that neither operating system provided centralized, fully integrated tools like
those found with Windows.

Microsoft's Active Directory is designed based on LDAP and Kerberos standards, but Microsoft has also integrated many vendor-
and application-specific enhancements that the testers found made the installation easier for them and increased the functionality.
The testers felt that similar functionality could potentially be emulated on the Linux platforms, but did not attempt this as part of
the evaluation.

“Neither Red Hat nor SUuSE could match the centralized, fully integrated
tools found in Windows.”
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Single Sign-On (SSO)
Objective

To enable single sign-on access to file and print, mail and Web-based services in a multi-domain environment.

Tools
Windows SuSE Red Hat
Active Directory Kerberos Kerberos
LDAP LDAP
DNS DNS
DHCP DHCP
SASL SASL

Results Summary

Windows Server 2003 comes preconfigured with SSO support across multiple domains within Active Directory and required no
additional administrative effort beyond setting up Active Directory.

Configuring SSO capabilities in a Linux environment was more challenging for the testers and they were not able to do it with just
the software packages and documentation supplied by either Red Hat or SuSE. The testers found that there were no intuitive GUI
tools to help configure complex configurations required at every client, server, application and daemon service in the Kerberos
realm. To configure SSO, they also had to configure many dependent services, including DNS, DHCP, SASL, GSSAPI and LDAP.
Because there appeared to be no synchronization between Kerberos and LDAP accounts, the testers found they had to create and
maintain user accounts independently of each other.

The testers also found there to be a lack of documentation and examples for both Linux distributions, and were unable to produce
a working enterprise-scope SSO solution. Third-party documentation was referenced, but the testers found it to be complicated.

Two separate third-party firms specializing in Linux network solutions were consulted to assist the testers with the configuration of
LDAP and Kerberos for the Linux platforms, but neither firm could suggest a viable solution.

“Delivering single-sign-on capabilities in both Linux environments was tough
and couldn’'t be done out of the box. We also couldn’t find documentation
for either Red Hat or SuSE that would allow us to produce a working enterprise
single-sign-on solution.”
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User & Resource Administration

Administration Tools
Objective

To configure network services, and perform user and group administration from a centralized console.

Tools
Windows SuSE Red Hat
MMC Snap-ins YaST Tools Command line tools
Command line tools GUI tools
GUI tools

Results Summary

The testers found that administrative tools were easy to install and configure with Windows Server 2003. They felt this was due to
the many enhancements that Microsoft has integrated to decrease the difficulty of installation and configuring services, while
maintaining a high level of functionality.

The testers were able to configure most services with Linux; however, neither Linux distribution provided the testers with simple,
uniform or integrated tools that delivered the same level of functionality as those they experienced with Windows Server 2003.
The testers found that the tools provided for both Linux environments were less intuitive, required a great amount of knowledge
and generally did not integrate related services without substantial administrative effort.
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Backup
Objective
To implement an enterprise backup strategy.
Tools
Windows SuSE Red Hat
NTBACKUP System Backup System Backup
tar tar

Results Summary

The Windows Server 2003 backup tools provided the testers with intuitive wizards for the backing up and restoring of files and
system state information. The testers found that Linux did not automate archival of system state files; and its GUI tools were less
intuitive and that the commands required a higher level of scripting and overall administrative experience on the part of the testers
than they required to complete the same tasks in an environment using Windows Server 2003.

The Shadow Copy service in Windows allowed the testers, acting as ‘users’ again, to quickly perform ‘point in time' backup and
restoration of volume and user data, so they were able to restore previous versions of files and folders from shared folders
without IT assistance. Unlike most conventional backup solutions, Shadow Copy allows files currently in use to be backed up.
Red Hat and SuSE enterprise servers had no equivalent to the Volume Shadow Copy service in Windows Server 2003.
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Security

Desktop Security Management

Objective

To secure (lock down) the end-user operating environment.

Tools
Windows SuSE Red Hat
Group Policy Objects KDE Kiosk Admin Tool KDE Kiosk Admin Tool
(GPO) - Group Policy LDAP LDAP
Mgmt Console (GPMC) NFS NFS
Automatic Updates YaST Online Update (YOU) Up2Date
Windows Firewall iptables iptables

Results Summary

The testers found that Windows Server 2003 provided more security configuration options. They found that these options were
more easily deployed in an enterprise environment than either SUSE or Red Hat. For example, they found the tools and
configurations in Windows to be more intuitive; and because they were integrated with Active Directory, the testers could perform
enterprise-wide administration from a centralized location using familiar tools.

SuSE’s KDE Kiosk Admin Tool provided some desktop security options, but most options were limited to cosmetic window
manager operability. Using the Kiosk Admin tool, the testers could only apply one system policy per user or group, and the tool
could only be run by a user having root privileges. With the Kiosk Admin Tool, it also took the testers considerable effort to create
the policy, associate the policy to a group and then copy the created policies to a specific directory on the file server. To enable
enforcement of the policy when the user was offline, the policy had to be copied to the client machine with a script file. Because
the Kiosk Admin Tool applies only to the KDE window manager, the testers were concerned about its viability as an enterprise-level
policy-enforcement tool because users could bypass security settings by logging onto an alternative virtual console.

According to SUSE help desk personnel, Novell ZENworks must be purchased in order for SuSE to provide a viable patch
management solution in an enterprise environment. Software updates were only available under a paid-subscription agreement per
workstation, so attempts to perform software updates would fail if the updating system was not registered with the update server.
An alternative approach would be to register a single update server for each operating system version in use, and then servers or
client workstations could update, through the use for script files and cron jobs, from the local update server matching their
operating system version. However, a paid subscription for every machine receiving the software updates is still required.

Linux workstations come with a built-in firewall, but all traffic is allowed by default. Neither SUSE nor Red Hat provided a centralized
management solution to reconfigure complex firewall rules on individual desktop computers.

“Pushing out security patches on Windows is less complicated and time consuming
than with either Red Hat or SUSE. With SuSE, you also have to buy additional
software to get a patch management solution that would work.”
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Mobile
Configuring VPNs

Obijective
To configure a VPN server to accept PPTP sessions, and to configure a VPN client to connect to it.
Tools
Windows SuSE Red Hat
Routing & Remote Access PPTP PPTP
Service (RRAS) PPTPD PPTPD

New Connection Wizard (client)

Results Summary

Windows Server 2003 comes with built-in VPN support that is fully integrated with Active Directory enterprise services. The testers
found RRAS configuration to be simple and powerful. End users, supplied with the IP address of the RRAS server and guided by
the simplified Add New Connections Wizard, should be able to establish a VPN connection without any trouble.

The testers found that configuring the PPTP VPN in the Linux environment was more challenging, time-consuming and required
more expertise than Windows. In both Linux distributions, a VPN session could only be established by a user having root privileges.
Other open-source solutions, such as Webmin and pptp?config, were tried but they also required administrator status to allow a
user to establish a VPN tunnel. The testers noted that granting root access to ordinary users might have detrimental impact on
security and help desk support.

“With both Red Hat and SuUSE, you have to give root access to users — which
increases the risk that security issues can sneak up.”
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Offline Data Access
Objective
To provide users with the ability to cache data stored on a network share to the local hard drive to provide offline access to the

data. Users should have control over which folders are cached and when those folders are automatically synchronized.

Tools

Windows SuSE Red Hat
Offline Folders n/a n/a

Results Summary

Windows Server 2003 provided virtually seamless access to synchronized offline data with zero administrative effort required on
the part of the testers. Offline Folder functionality is enabled by intuitive and concise tools that the testers felt would be easy for
end users to use.

Similar functionality to the Offline Folders in a feature of Windows Server 2003 may be possible in a Linux environment, but the
testers felt that complex login/logoff scripts and other configuration settings would be required.
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Remote Server Management

Objective

To enable remote administration of network servers.

Tools
Windows SuSE Red Hat
Remote Desktop SSH SSH

Results Summary

SSH and Remote Desktop both provide capable remote server management solutions. Remote Desktop provides the same intuitive
user interface as if the administrator were sitting at the server console. In the SSH session, however, an administrator must
navigate through a text-mode interface to launch applications. While SSH only required slightly more effort by testers to configure
than Remote Desktop, it was difficult to delegate server administration to non-root users.






